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Situational Advisory 
Telephony Denial of Service Attacks: 8 March 2013 

 

(U//FOUO) LA-SAFE has received information concerning attacks targeting the telephone 

systems of two public sector entities within the past month.  One of these facilities is a 911 call 

center.  The perpetrators of the attack launch numerous phone calls against the target network 

tying up the system from legitimate calls.  This type of attack is referred to as a TDoS or 

Telephony Denial of Service Attack.  

 

(U//FOUO) These recent TDoS attacks are part of a blackmail scheme referred to as a payday 

loan scam.  The perpetrator requests funds from the victim in order to make the calls to stop.  

This scheme starts with a phone call to an organization from an individual claiming to represent 

a collections company for payday loans.  The caller usually has a strong access of some sort and 

asks to speak with a current or former employee concerning an outstanding debt. 

 

(U//FOUO) Upon being told that person no longer is an employee or was never an employee, the 

caller either requests the funds be paid by the organization or they require that the organization 

have the former employee pay the debt back. 

 

(U//FOUO) If those funds are not received, the caller launches a TDoS attack.  The organization 

will be inundated with a continuous stream of calls for an unspecified, but lengthy period of 

time.  The attack can prevent both incoming and/or outgoing calls from being completed.  It is 

speculated that government offices/emergency services are being “targeted” because of the 

necessity of functional phone lines.   

 

(U) LA-SAFE is requesting information from agencies and organizations that have been attacked 

by a TDoS or other similar activities to please contact LA-SAFE at 225-925-4192 or via email at 

lcfu@la.gov and reference IRS# 13-1991. 

 

(U) LA-SAFE recommends the following: 

 Targeted organizations should not pay the blackmail. 

 Contact your telephone service provider; they may be able to assist by blocking portions 

of the attack. 

 A call back number to the “collections” company should be requested and logged. 

 Log the payment method and account numbers where the “collections” company requests 

the debt to be paid. 
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